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School Vision
"“for all children to grow into responsible, caring individuals who actively and positively contribute to the
community."

At Petersgate Infant School, our vision outlined above is strengthened by our values of safety, caring,
achievement, resilience and friendship. These values symbolise warmth, community and cohesion to ensure
we are “working together to achieve our best”.

As a school, we can apply these values through the following aims:

Aims
e Ensuring everyone stays healthy and safe.
e Ensuring everyone feels valued and has a sense of belonging.
e Providing a high quality learning environment.
e Helping everyone enjoy learning and achieving their best.
e Nurturing and developing the whole child.
e Ensuring everyone makes a positive contribution to the school and wider community.

Safeguarding at Petersgate Infant School is carried out in line with the statutory guidance in ‘Keeping Children
Safe in Education’ published by the Department for Education.



Key people

Designated Safeguarding Lead (DSL) Mrs Wendy Mitchell, Mrs Becca Muir and Mrs Marie
team Robb

Computing Lead Miss Chloe Lindsell

PSHE/RHE lead Mrs Becca Muir

Network manager / other technical Drift IT

support

The purpose of this policy statement
Online safety is an integral part of safeguarding and requires a whole school, cross-curricular approach and
collaboration between key school leads.
The purpose of this policy statement is to:
e ensure the safety and wellbeing of children and young people is paramount when adults, young people
or children are using the internet, social media or mobile devices
e provide staff and volunteers with the overarching principles that guide our approach to online safety
e ensure that, as an organisation, we operate in line with our values and within the law in terms of how
we use online devices.
The policy statement applies to all staff, volunteers, children and young people and anyone involved with
Petersgate Infant School.

Legal framework

Accordingly, this policy is written in line with ‘Keeping Children Safe in Education’ 2023 (KCSIE), ‘Teaching Online
Safety in Schools’ 2023, statutory RSHE guidance 2019 and other statutory documents. It complements existing
and forthcoming subjects including Health, Relationships and Sex Education, Citizenship and Computing; it is
designed to sit alongside the school’s statutory Safeguarding Policy. Any issues and concerns with online safety
must follow the school’s safeguarding and child protection procedures.

We believe that:
e children and young people should never experience abuse of any kind
e children should be able to use the internet for education and personal development, but safeguards
need to be in place to ensure they are kept safe at all times.

We recognise that:

e the online world provides everyone with many opportunities; however, it can also present risks and
challenges

e we have a duty to ensure that all children, young people and adults involved in our organisation are
protected from potential harm online

e we have a responsibility to help keep children and young people safe online, whether or not they are
using Petersgate Infant School’s network and devices

e working in partnership with children, young people, their parents, carers and other agencies is essential
in promoting young people’s welfare and in helping young people to be responsible in their approach to
online safety

e all children, regardless of age, disability, gender reassignment, race, religion or belief, sex or sexual
orientation, have the right to equal protection from all types of harm or abuse.



We will seek to keep children and young people safe by:

providing clear and specific directions to staff and volunteers on how to behave online through our
behaviour code for adults

supporting and encouraging the young people using our service to use the internet, social media and
digital devices in a way that keeps them safe and shows respect for others

supporting and encouraging parents and carers to do what they can to keep their children safe online
developing an online safety agreement for use with young people and their parents or carers
developing clear and robust procedures to enable us to respond appropriately to any incidents of
inappropriate online behaviour, whether by an adult or a child or young person

reviewing and updating the security of our information systems regularly

ensuring that user names, logins, email accounts and passwords are used effectively

ensuring personal information about the adults and children who are involved in our organisation is held
securely and shared only as appropriate

ensuring that images of children, young people and families are used only after their written permission
has been obtained, and only for the purpose for which consent has been given

providing supervision, support and training for staff and volunteers about online safety

examining and risk assessing any social media platforms and new technologies before they are used
within the organisation.

If online abuse occurs, we will respond to it by:

having clear and robust safeguarding procedures in place for responding to abuse (including online
abuse)

providing support and training for all staff and volunteers on dealing with all forms of abuse, including
bullying or cyberbullying, emotional abuse, sexting, sexual abuse and sexual exploitation

making sure our response takes the needs of the person experiencing abuse, any bystanders and our
organisation as a whole into account

reviewing the plan developed to address online abuse at regular intervals, in order to ensure that any
problems have been resolved in the long term.



Access

Staff acceptable use of ICT

School staff will be provided with a log on where they are entitled to use the school ICT facilities and
advised what hardware and software they are permitted to access, including access to the internet and
email. Unless indicated, staff can use any facilities available subject to the facilities not being in use by
pupils or other colleagues. Access is provided to enable staff to both perform their role and to enable
the wider staff in the school to benefit from such facilities.

Where staff have been provided with a school email address to enable them to perform their role
effectively, it would not normally be used to communicate with parents and pupils unless express
permission has been provided. Where staff are able to access email outside of schools hours, the email
facility should not routinely be used to undertake school business outside of normal office hours.

Some staff may be provided with laptops and other equipment for the performance of their role. Where
provided, staff must ensure that their school laptop/other equipment is not accessible by others when
in use at home and that it is not used inappropriately by themselves or others. Staff must also ensure
that they bring their laptop/equipment in as required for updating of software, licences and virus
protection.

The school will ensure that Display Screen Equipment assessments are undertaken in accordance with
its Health and Safety Policy.

Social Media

School staff are advised to exercise extreme care in their personal use of social networking sites, giving
consideration to their professional role working with children. Staff should make appropriate use of
the security settings available through social networking sites and ensure that they keep them updated
as the sites change their settings. Staff are advised that inappropriate communications that come to
the attention of the school can lead to disciplinary action, including dismissal.

Staff should refer to the School Social Media Policy which contains detailed advice on the expectations
of staff when using social media.

Unacceptable Use

Appendix 1 provides a list of Do’s and Don’ts for school staff to enable them to protect themselves from
inappropriate use of ICT resources and equipment. School systems and resources must not be used
under any circumstances for the following purposes:

to communicate any information that is confidential to the school or to communicate/share confidential
information which the member of staff does not have authority to share;

to present any personal views and opinions as the views of the school, or to make any comments that
are libellous, slanderous, false or misrepresent others;

to access, view, download, post, email or otherwise transmit pornography, sexually suggestive or any
other type of offensive, obscene or discriminatory material;

to communicate anything via ICT resources and systems or post that may be regarded as defamatory,
derogatory, discriminatory, harassing, bullying or offensive, either internally or externally

to communicate anything via ICT resources and systems or post that may be regarded as critical of the
school, the leadership of the school, the school’s staff or its pupils;

to upload, download, post, email or otherwise transmit or store material that contains software viruses
or any other computer code, files or programmes designed to interrupt, damage, destroy or limit the
functionality of any computer software or hardware or telecommunications equipment;



to collect or store personal information about others without direct reference to The Data Protection
Act;

To use the school’s facilities to undertake any trading, gambling, other action for personal financial gain,
or political purposes, unless as part of an authorised curriculum project;

to visit or use any online messaging service, social networking site, chat site, web based email or
discussion forum not supplied or authorised by the school;

to undertake any activity (whether communicating, accessing, viewing, sharing. uploading or
downloading) which has negative implications for the safeguarding of children and young people;

Any of the above activities are likely to be regarded as gross misconduct, which may, after proper
investigation, lead to dismissal. If employees are unsure about the use of ICT resources including email
and the intranet, advice should be sought from a member of the Senior Leadership Team or ICT lead if
applicable.

Where an individual accidently or unintentionally accesses a website or material that contains any
prohibited content, they must leave the site immediately and inform the Headteacher or other member
of the senior leadership team. Schools are encouraged to use appropriate blocking software to avoid the
potential for this to happen. Reporting to the Headteacher or senior leadership team equally applies
where school staff are using school equipment or facilities at home and accidentally access inappropriate
sites or material. Genuine mistakes and accidents will not be treated as a breach of this policy.

Where an individual has been communicated with in a manner outlined above (e.g. has received an
inappropriate email or attachment), they are advised to report this immediately to the Headteacher or
another member of the senior leadership team so that this can be dealt with appropriately.

Security and confidentiality

Any concerns about the security of the ICT system should be raised with a member of the senior
leadership team.

Staff are required to ensure that they keep any passwords confidential, do not select a password that is
easily guessed and regularly change such passwords.

School staff must take account of any advice issued regarding what is permitted in terms of downloading
educational and professional material to the school server. Where staff are provided with a memory pen
for such activity, to both protect the integrity of the server and to save space, this should be used. All
staff must review the appropriateness of the material that they are downloading prior to downloading
and are encouraged to do so from known and reputable sites to protect the integrity of the school’s
systems. Where problems are encountered in downloading material, this should be reported to the
school’s ICT lead.

Staff must ensure that they follow appropriate and agreed approval processes before uploading material
for use by pupils to the pupil ICT system and/or VLE.

The school will nominate staff who are responsible for ensuring that all equipment is regularly updated
with new software including virus packages and that licences are maintained on all school based and
school issued equipment. Staff must ensure that they notify the nominated staff when reporting any
concerns regarding potential viruses, inappropriate software or licences.

Staff must ensure that their use of the school’s ICT facilities does not compromise rights of any
individuals under the Data Protection Act. This is particularly important when using data off site and
electronic data must only be taken off site in a secure manner, either through password protection on
memory pens or through encrypted memory pens. This is also particularly important when
communicating personal data via email rather than through secure systems. In these circumstances, staff



must ensure that they have the correct email address and have verified the identity of the person that
they are communicating the data with.

e Staff must also ensure that they do not compromise any rights of individuals and companies under the
laws of Copyright through their use of ICT facilities.

Related policies and procedures
This policy statement should be read alongside our organisational policies and procedures, including:
e Child Protection policy
e Safeguarding policy
e Acceptable Use of IT policy
e Relationship and Health Education policy (RHE policy)
e Code of Conduct for staff and volunteers
e Anti-bullying policy and procedures
e Social Media policy
e Photography and image sharing guidance
e Code of Conduct for Parents
e PSHE statement
And other policies that can be found on our school website.



Do’s and Don’ts: Advice for Staff Appendix 1

Whilst the wide range of ICT systems and resources available to staff, both in school and outside of school, have
irrefutable advantages, there are also potential risks that staff must be aware of. Ultimately if staff use ICT
resources inappropriately, this may become a matter for a police or social care investigation and/or a
disciplinary issue which could lead to their dismissal. Staff should also be aware that this extends to
inappropriate use of ICT outside of school.

This Dos and Don’ts list has been written as a guidance document. Whilst it is not fully comprehensive of every
circumstance that may arise, it indicates the types of behaviours and actions that staff should not display or
undertake as well as those that they should in order to protect themselves from risk.

General issues

Do

e ensure that you do not breach any restrictions that
there may be on your use of school resources,
systems or resources

e ensure that where a password is required for access to
a system, that it is not inappropriately disclosed

e respect copyright and intellectual property rights

e ensure that you have approval for any personal use of
the school’s ICT resources and facilities

e be aware that the school’s systems will be monitored
and recorded to ensure policy compliance

e ensure you comply with the requirements of the Data
Protection Act when using personal data

e seek approval before taking personal data off of the
school site

e ensure personal data is stored safely and securely
whether kept on site, taken off site or accessed
remotely

e report any suspected misuse or concerns that you have
regarding the school's systems, resources and
equipment to the Headteacher or designated manager
and/or Designated Safeguarding Lead as appropriate

e be aware that a breach of your school’s Acceptable Use
Policy will be a disciplinary matter and in some cases,
may lead to dismissal

e ensure that any equipment provided for use at home is
not accessed by anyone not approved to use it

e ensure that you have received adequate training in ICT

e ensure that your use of ICT bears due regard to your
personal health and safety and that of others

Don’t

e access or use any systems, resources or equipment
without being sure that you have permission to do so

e access or use any systems or resources or equipment
for any purpose that you don’t have permission to use
the system, resources or equipment for

e compromise any confidentiality requirements in relation
to material and resources accessed through ICT
systems

e use systems, resources or equipment for personal use
without having approval to do so

e use other people’s log on and password details to
access school systems and resources

e download, upload or install any hardware or software
without approval

e Use unsecure removable storage devices to store
personal data

e use school systems for personal financial gain,
gambling, political activity or advertising

e communicate with parents and pupils outside normal
working hours unless absolutely necessary






